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Introduction
A wise developer once told me that every line of code one writes introduces the potential for a bug to be born.  Professional software developers are required to write code that is correct and fast, under tight deadlines.  The faster that code is written, the more likely that it is a breeding ground for bugs.  Therefore, it is inevitable that we, the developers of the world, spend a lot of precious time tracking down and fixing bugs.  Most developers have an arsenal of debugging tools that aide in rapidly resolving issues.   We depend on whatever tools are available to us while fixing our code.  If those tools cannot do what we need them to do, or are arduous to use in certain situations, we must improvise.  
Background

Back in late 2007, I was a member of Team Mole.  We built Mole for Visual Studio, which is a Visual Studio debugger visualizer that makes it much easier to quickly debug .NET applications.  It is quite similar to the excellent Snoop tool, by Pete Blois.  Snoop, however, is a runtime tool, instead of a debugger visualizer.   It injects itself into a WPF application while that application is executing, allowing you to inspect and manipulate the WPF element tree at runtime.

One of the most significant features of Mole is that it allows you to “walk” the managed heap, and inspect any object in your application just by clicking on some hyperlinks and using a Search textbox.   After we released the tool, Karl Shifflett, Andrew Smith, and I threw around the idea of making a version of Mole that is not limited to running in the Visual Studio debugger.  We nicknamed this pie-in-the-sky project “Highlander” and were intent on creating it, but life got in the way and that never happened.  Until now…

Introducing Crack.NET 
I decided to take the plunge, and build a tool that combines the user-friendly managed heap walking capabilities of Mole with the powerful runtime injection functionality of Snoop.  Using Crack.NET, you can view/modify any field/property on any object/type in any WPF or Windows Forms application running on your machine.   But, that’s not all! In addition to those features, I also added the ability to write and execute IronPython scripts directly in Crack.NET.  Thanks to the goodness of Microsoft’s Dynamic Language Runtime (DLR), those “scripts” are able to access any .NET object or type that you can throw at it.  In a sense, Crack.NET is a programming environment in which you can write and immediately execute managed code inside of a running .NET application.  When you execute code from within Crack.NET, it reaches and touches live objects of a running application.  The possibilities are endless!
A Word of Warning

Crack.NET is intended to be used for troubleshooting applications in a non-production environment.  I strongly suggest that you do not use Crack.NET in a production environment, because powerful tools like this can, if used inappropriately, significantly destabilize the application under observation. 
System Requirements

Crack.NET requires that you have the .NET Framework version 3.5 with Service Pack 1 installed.  The application was written and compiled in Visual Studio 2008 with Service Pack 1.  If you need to install either of these requirements, they are freely available from Microsoft here.
Installation Instructions

Due to the way that Crack.NET works, you must put the IronPython DLLs into the Global Assembly Cache before running it.  If you do not put those DLLs into the GAC, an exception will be thrown when Crack.NET is injected into a .NET application.  The source code and binary downloads, at the top of this article, include those two assemblies.  Crack.NET was built against version 1.1.2 of IronPython.DLL and IronMath.DLL.

The easiest way to put those assemblies into your GAC is to open Windows Explorer, navigate to c:\windows\assembly, and then drag-and-drop in the two DLL files.  For more information about adding assemblies to the GAC, refer to this help topic from Microsoft.
The Launcher App
When you run the Crack.NET application, it initially displays a “launcher” window.  This window lists all of the .NET desktop applications, both WPF and Windows Forms, currently running on your machine.  Technically, it only lists applications that are displaying a top-level window at the time, but 99% of the time that detail is irrelevant.  I put a lot of effort into designing the launcher window, so it’s either my best or worst UI design ever (the jury is still out on that…).  The following annotated screenshot shows the launcher window in action.
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The workflow is simple.  You select an application from the dropdown, and click the “Crack it” button to crack that application open and inject Crack.NET into it.  You click on the Refresh button if a new .NET desktop application has opened and you want to crack it.  Aside from the circuit board background image, my favorite part about the launcher window is the blinking alien on the top left.  When you crack an application open, that little alien blinks, and then the injected Viewer window opens up.  It’s completely superfluous and silly, but I love it!  Here’s the code in AlienDudeControl.xaml.cs that manages the blinking.

readonly DispatcherTimer _alienDudeBlinkingTimer = new DispatcherTimer();
readonly BitmapImage[] _blinkImages = new BitmapImage[]

{

    new BitmapImage(new Uri("Images/AlienDude0.png", UriKind.Relative)),

    new BitmapImage(new Uri("Images/AlienDude1.png", UriKind.Relative)),

    new BitmapImage(new Uri("Images/AlienDude2.png", UriKind.Relative)),

    new BitmapImage(new Uri("Images/AlienDude3.png", UriKind.Relative)),

    new BitmapImage(new Uri("Images/AlienDude4.png", UriKind.Relative)),

    new BitmapImage(new Uri("Images/AlienDude5.png", UriKind.Relative)),

    new BitmapImage(new Uri("Images/AlienDude6.png", UriKind.Relative)),

    new BitmapImage(new Uri("Images/AlienDude7.png", UriKind.Relative))

};

int _blinkIndex;

public AlienDudeControl()

{

    InitializeComponent();

    _alienDudeBlinkingTimer.Interval = TimeSpan.FromMilliseconds(16);

    _alienDudeBlinkingTimer.Tick += this.OnAlienDudeBlinkingTimerTick;

}

public void Blink()

{

    if (!_alienDudeBlinkingTimer.IsEnabled)

    {

        _blinkIndex = 0;

        _alienDudeBlinkingTimer.Start();

    }

}
 void OnAlienDudeBlinkingTimerTick(object sender, EventArgs e)

{

    if (_blinkIndex == _blinkImages.Length)

    {

        Array.Reverse(_blinkImages);

    }

    this.alienDude.Source = _blinkImages[_blinkIndex % _blinkImages.Length];

    if (++_blinkIndex == (_blinkImages.Length * 2))

    {

        _alienDudeBlinkingTimer.Stop();

        Array.Reverse(_blinkImages);

    }

}
Each image stored in the _blinkImages array contains an image of the same green alien head, only his eyeball is blinking a little bit more in each successive image.    For example, here is the first, fifth, and final image in the series, shown side-by-side:
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Memory Explorer

After you have told the launcher window that you want to crack an application, the real fun begins.  An instance of the InjectedWindow class, which lives in the CrackNET.InjectedViewer project, is opened up inside of the primary AppDomain of the cracked app.  (Sorry, at this point, Crack.NET does not natively support cracking into child AppDomains, though you could access other AppDomains by writing an IronPython script.)   When that window opens up, it automatically shows the ‘Memory Explorer’ workspace.  Memory Explorer has several functional areas within it, as explained in the following image:
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The section labeled “Available Workspaces” in that screenshot is not part of the Memory Explorer workspace; it is part of the main window shell, which hosts all workspaces.  All other areas seen above are part of Memory Explorer.  The content area on the right contains a list of details about the currently selected item (which can be an assembly, a type, or an instance of a type…an object).  In the previous screenshot, an assembly is selected in the Assembly Browser TreeView, so the content area on the right displays a information about it.
The TreeView on the left side can be filtered, so that it is easy to locate a specific type (i.e. class, structure, or interface).  After filtering the TreeView on the left, and selecting the System.Windows.Application class, the UI looks like this:
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Now the content area on the right shows a listing of static properties and fields on the type selected in the TreeView, which happens to be the Application class.  Also, notice beneath the list of properties and fields there is another “Filter settings” area.  That can be used to filter out items in the list that are not of interest to you.  This feature uses the PropertyFilterGroupView component, which I blogged about here.

In the ListView seen above, some of the cells in the Value column display their text in a blue hyperlink, others in a gray/disabled link.  If you click on one of the disabled links, nothing happens, but if you click on one of the enabled links, you walk deeper into the managed heap.  A cell’s link is disabled if that cell represents a property/field whose value has no constituent pieces worth looking at, like System.Int32 or Boolean.  

After walking into the managed heap a few steps, the UI might looks something like this:
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If you were to click on any of the enabled items in the breadcrumb trail, the UI would revert to showing you the members of that object or type.  The filter settings you previously applied to that item’s members are retained and reapplied upon navigating back to it.  You can force the list to go get all of the property and field values again, by clicking on the button above the ListView.  Also,  as seen in the screenshot above, Crack.NET has support for listing the values in a collection object, provided it implements the very common IEnumerable interface.

So far we’ve seen how to walk the managed heap with Crack.NET.  If the application only provided the functionality seen so far it would be very useful.  Truth be told, everything we’ve seen so far is just necessary infrastructure for the Scriptorium…
Scriptorium
Now that we have a way to locate and select any object on the managed heap of a running application, let’s see how we can put that to use.  Ironically, though not surprisingly, this aspect of the program was significantly easier to implement than what we reviewed in the previous section.  The real significance of Crack.NET took a tiny fraction of the time to implement as the underlying infrastructure that supports it.  
Once you find the object that you’re interested in, you can click on the “Scriptorium” button in toolbar area to open an IronPython editor in which you can write code that modifies that item.  After navigating to a Grid panel in a WPF window, and running a script that adds a new Button to a new row in the Grid, the Scriptorium workspace looks like this:
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After that script finishes running, the WPF window which contains the Grid panel is immediately updated to contain the new Button object.  Proof of this is seen below:
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Here’s the code that processes the IronPython script, as seen in the ExecuteScript method of the ScriptoriumViewModel class in the CrackNET.InjectedViewer project:
try

{

    PythonEngine engine = new PythonEngine();

    MemoryStream outputStream = new MemoryStream();

    engine.SetStandardError(outputStream);

    engine.SetStandardOutput(outputStream);

    engine.Import("sys");

    engine.Import("Site");

    engine.Globals["INPUT"] = _unwrappedInputVariable;

    engine.Execute(this.Script);

    outputStream.Position = 0;

    if (outputStream.Length != 0)

    {

        string results = UTF8Encoding.Default.GetString(outputStream.ToArray());

        this.ExecutionResults += results;

    }

}

catch (Exception ex)

{

    MessageBox.Show(ex.Message, "Script Error", MessageBoxButton.OK, MessageBoxImage.Error);

}

The trick to giving a script access to an object selected in the Memory Explorer workspace is the use of global variables.  IronPython supports global variables, which can be added to the PythonEngine’s Globals property, as seen in the code snippet above. In a script, you can simply refer to the global variable by the name passed into the Globals collection.  In Crack.NET, the object you selected in Memory Explorer can always be referenced via a global variable named “INPUT”.
Debug Output

If you want to monitor the information passed through the System.Diagnostics.Debug class, open up the Debug Output workspace.  It contains a listing of all debug spew generated by the cracked application. It also will display any debug information that your scripts create, which is useful for scenarios where you want to emit information from an event handler created in a script.  To open the Debug Output workspace, simply click the “Debug Output” button in the window’s toolbar area.
Known Limitations

As of this writing, Crack.NET is still very new.  I created it over the past two weeks, and about 90% of it over the past 39 hours (sleep is for wimps!).  I know of a few issues that still need to be ironed out, and I’d be more than happy to get advice/feedback from people who can suggest ways to improve the program.  Here are some of the known limitations:
Crack.NET does not currently allow you to walk into the managed heap of child AppDomains.  For me, this isn’t a big deal, but I imagine for some people it could be very limiting.
Crack.NET does not current show Dependency Properties in the Memory Explorer workspace.  Considering that you can easily get/set the value of a DP in the Scriptorium, this is not a huge deal, but it would be nice to have at some point.
If you find any bugs, or think of a great feature, please let me know!
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